
much closer to the equivalent period set out in the UK
DPA40

40 Under the UK DPA, both the breaching organization or the requester can
appeal a decision of the ICO with the First Tier Tribunal (Information
Rights) within 28 calendar days (or 35 calendar days if the decision
notice requires the losing party to take extra steps); The Tribunal Proce-
dure (First-Tier Tribunal) (General Regulatory Chamber) Rules 2009, SI
2009/1976.

) to one year after such report or notice is sent.41

41 Section 14(2) of PIPEDA, as amended by the Act.

7. New Compliance Agreement
PIPEDA now provides that the Privacy Commissioner
may, in certain circumstances, enter into a compliance
agreement with an organization to ensure compliance
with PIPEDA.42

42 Sections 17.1 and 17.2 of PIPEDA, as amended by the Act.

These “compliance agreements” have effectively the
same effect as the UK Information Commissioner’s
Office’s issuance of “undertakings” which commit data
controllers to a particular course of action to rectify a
lapse in compliance with the UK DPA. An undertaking
may also support a “negotiated resolution” between a
data controller and the ICO. Similarly, the U.S. Federal
Trade Commission (the “FTC”) can impose “consent
orders” in agreements with an offending organization
which outline what steps the organization will take to
rectify its violations; do not require an admission of cul-
pability on the part of the organization; and are revoca-
ble at the option of the FTC within 30 days such that the
FTC may pursue the matter in court, or make the order
final.43

43 See A Brief Overview of the Federal Trade Commission’s Investigative
and Law Enforcement Authority, Federal Trade Commission, online:
https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority;
Federal Trade Commission Act, 15 USC §§ 41-58, as amended.

8. Expansion of Privacy Commissioner Right to
Publicize

Finally, the dPrivacy Act has modified the information
that the Privacy Commissioner may make public if he or

she considers that it is in the public interest to do so.
PIPEDA previously allowed for such disclosure where
the information was “relating to the personal informa-
tion management practices of an organization”. This
has been slightly broadened to “any information that
comes to his or her knowledge in the performance or
exercise of any of his or her duties or powers under this
Part.”44

44 Section 18.1 of PIPEDA, as amended by the Act.

In theory, this should allow the Privacy Com-
missioner to disclose information relating to the subject
individuals and/or third parties, and may allow for more
even-handed reporting in the findings of the Commis-
sioner.

This is similar to the right of the UK ICO to “arrange for
the dissemination in such form and manner as he consid-
ers appropriate of such information as it may appear to
him expedient to give to the public about the operation
of this [Data Protection]Act, about good practice, and
about other matters within the scope of his functions
under this [Data Protection]Act, and may give advice to
any person as to any of those matters.”45

45 Section 51(2) (General duties of the Commissioner) of the DPA.

III. Conclusion
The amendments set out in the dPrivacy Act fall into two
categories: The majority of the amendments helpfully fix
problems under the existing PIPEDA, addressing gaps
such as the failure to include business transaction provi-
sions in that statute, such that the PIPEDA now better
aligns with the provincial statutes. However, in some
instances – particularly in the case of the breach notifica-
tion provisions – this drive to ensure greater consistency
between the different jurisdictions, which is otherwise
an admirable goal – has had the unfortunate effect of
taking a flaw in an existing statute and perpetuating it
across the country. Our hope is that the regulations
under the dPrivacy Act do not continue this unfortunate
trend.
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The significant data breaches at the retail company Tar-
get and the adultery website Ashley Madison are prime
examples of the threats which organisations and individ-
uals worldwide have to deal with nowadays. In anticipa-
tion of the proposed EU General Data Protection Regu-
lation (GDPR), a general notification duty for all data
controllers will enter into force in the Netherlands as of
1 January 2016. In this article we will examine this new
notification duty and look at the role of cyber insurance
in this regard.

I. Notification Duties for Cyber Security

In mid-August 2015, the American retailer Target
reached a settlement with payment provider VISA con-
cerning the hack of the credit card details of 40 million
Target customers that were leaked in 2013. Around the
same time the news was dominated by the hacking of the
Canadian adultery website Ashley Madison, also known
for its controversial add campaign: “Life is Short, Have
an Affair”. Due to this hack the personal data of 37 mil-
lion Ashley Madison customers were published online.
Their names, e-mail addresses, passwords, credit card
information and even their sexual preferences ended up
on the Internet. The impact of this hack is still to be seen,
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but clearly it goes beyond the grief of the spouses
involved.1

1 See Grace Jennings-Edquist, ‘The Ashley Madison hackers aren’t heroes.
They’re a threat to all of us’, 22 August 2015. http://www.mamamia.
com.au/lifestyle/ashley-madison-hack-privacy-concerns/.

With the increased processing of data, data breaches
have become a fact-of-life. Processing personal data on a
big scale goes hand-in-hand with certain risks. By far the
biggest threats are the corruption of personal data, the
loss of the data, or data becoming accessible to unautho-
rised persons; in other words the risks of a data breach.2

2 In line with the GDPR, the new article 34a of the Dutch Data Protection
Act speaks of a “security breach”. The GDPR defines a “personal data
breach” as: “a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed” (version of
the Council of the European Union of 15 June 2015; http://data.consiliu
m.europa.eu/doc/document/ST-9565-2015-INIT/en/pdf).

As the examples show, a data breach can occur by means
of an advanced hack, but it can also be caused by the use
of outdated software or even a simple human mistake,
such as the loss of a USB-stick or a password written on
a post-it to serve as a reminder.

Globally the number of data breaches is growing consid-
erably.3

3 See for example: Privacy Rights Clearinghouse (Chronology of Data
Breaches), Gemalto and Safenet (the Breach Level Index) and ‘Worlds
Biggest Data Breaches’ visualized on: Information is Beautiful.

Usually only the most serious cases such as the
Target and Ashley Madison hacks make it to the head-
lines. In the Netherlands there have also been various
data breach incidents.4

4 See also the EU evaluation report on the tackling of cybercrime of 24
August 2015. In this report, the approach to tackling cybercrime in the
Netherlands was evaluated. By means of peer review the implementa-
tion and application of the European policy concerning the prevention
and combating of cybercrime was examined in each Member State. The
Netherlands was evaluated as the second Member State.

For example, the Diginotar affair
in 2011 gained much attention, and the Ashley Madison
data breach recalled memories to the security incident at
the Dutch extramarital dating website Second Love.
This incident was however on a much smaller scale and
not caused by a hack, but by a programming error.

In combating the risks of data breaches, a mandatory
general data breach notification duty, as part of the
Dutch Data Protection Act (Wet bescherming persoons-
gegevens), will come into force in the Netherlands on 1
January 2016.5

5 State Gazette 2015, 230 and State Gazette 2015, 281.

As of next year, data controllers carry
the risk of being fined if they do not timely report serious
security incidents that will or could lead to a data breach
to the Dutch Data Protection Authority (DPA) and the
affected individuals.

Such a mandatory breach notification duty is not a new
phenomenon. Based upon the e-Privacy Directive, tele-
communication providers are already obliged to notify
data breaches.6

6 See e-Privacy Directive (2009/136/EC amending 2002/58/EC) and the
Commission Regulation No. 611/2013 of 24 June 2013 on the measures
applicable to the notification of personal data breaches under Directive
2002/58/EC of the European Parliament and of the Council on privacy
and electronic communications, which entered into force on 24 August
2013. See further also the documents of the Article 29 Working Party:
Working Document 01/2011 on the current EU personal data breach
framework and recommendations for future policy developments (WP
184) of 5 April 2011; Opinion 06/2012 on the draft Commission Deci-
sion on the measures applicable to the notification of personal data
breaches under Directive 2002/58/EC on privacy and electronic commu-
nications of 12 July 2012 (WP197), and Opinion 03/2014 on Personal
Data Breach Notification of 25 March 2014 (WP 213). See: http://ec.eu
ropa.eu/justice/data-protection/article-29/documentation/opinion-rec
ommendation/index_en.htm.

Before the e-Privacy Directive was

implemented into the local laws of the EU Member
States, experience with such a notification duty had been
gained in various Member States, such as Germany, Ire-
land, Spain and the United Kingdom.7

7 See: ENISA, ‘Data breach notifications in the EU’, Heraklion: ENISA:
2011, www.enisa.europa.eu.

A novelty of the
upcoming Dutch general notification duty is that it will
be mandatory for virtually all types of data controllers to
provide breach notifications, regardless of the sector.
The breach notification duty may even impact foreign
organisations. A development that is closely linked to
the breach notification duty is the introduction of cyber
insurance. This article discusses when, according to
Dutch law, data controllers must notify a data breach of
personal data. In light of the risks that arise as a result of
data breach, this article will also look at the role of cyber
insurance.8

8 See for an overview of 15 jurisdictions: Benjamin A Powell/Jason C
Chipman (eds), Cybersecurity in 15 jurisdictions worldwide, Getting the
Deal Through, 2015. See also: Taylor Wessing, Cyber Risks, A review of
cyber liability issues and data breach response, January 2015.

We shall conclude with an overview of mea-
sures to prevent a data breach and/or to minimise its
consequences.

II. The Dutch General Data Breach Notifi-
cation Duty

As of 2016, serious data breaches of personal data will
have to be reported without undue delay to the Dutch
DPA (Reporting Duty) and the affected individuals
(Notification Duty) under the upcoming Dutch law.9

9 We have introduced this wording, next to the more commonly used term
‘general data breach notification duty’, in order to make it clear that
there will actually be two separate duties to notify data breaches.

Next to that, the enforcement power of the Dutch DPA
will considerably increase. Furthermore, the name of the
Dutch DPA will change from College Bescherming Per-
soonsgegevens into Autoriteit Persoonsgegevens
(Authority Personal Data).

With the new rules, the Dutch legislator is anticipating
the proposed GDPR, which will introduce, among other
things, a general notification duty for data breaches that
will apply to all data controllers that fall under the scope
of the GDPR.10

10 Proposal for a Regulation of the European Parliament and of the Coun-
cil on the protection of individuals with regard to the processing of per-
sonal data and on the free movement of such data (General Data Protec-
tion Regulation), COM/2012/011 final – 2012/0011 (COD).

The new Dutch rules will apply until the
GDPR comes into force, which is currently expected to
come into force around 2018. Even though the Dutch
general data breach notification duty has only temporar-
ily effect, the Dutch legislator considered it desirable to
amend the Dutch Data Protection Act in order to face
serious data breaches straight away.

1. On Whom Lies the General Data Breach
Notification Duty?

Like any other obligation under the Dutch Data Protec-
tion Act, the general data breach notification duty is
addressed to the data controller. The data controller is
the legal person or public body who determines the pur-
poses and the means of the data processing activities. In
that sense, the general data breach notification duty rests
on all private and public organisations in the Nether-
lands who fall under the scope of the Dutch Data Protec-
tion Act. Only particular types of organisations, such as

Thole/Solms/Moll

Cyber Security: How to Deal With (Cross Border) Data Breaches?
CRi 5/2015 135

Brought to you by | University Library Utrecht
Authenticated

Download Date | 11/2/15 9:50 PM



telecommunications providers and financial organisati-
ons, are exempted from the new general data breach
notification duty as sector specific notification obliga-
tions apply to these.

2. Cross Border Data Breaches
Although the new Dutch rules are – mainly – related to
the Dutch legal sphere, it is to be expected that many
data breaches have cross border elements.11

11 See also WP 184, p. 8.

For exam-
ple, the data controller may be established in the Nether-
lands, while the breach may occur in another Member
State, for example if facilities were hacked there. It may
also happen that the Member State where the breach
took place, does not coincide with the location of most
affected individuals, or that the data breach has hap-
pened simultaneously in various establishments (per-
haps even in different countries from one another) of the
data controller. In all these cases (and possibly others),
there may be a need for the local data protection authori-
ties to coordinate.

During the parliamentary negotiations of the Dutch Bill,
the international impact of the general data breach noti-
fication duty was discussed only briefly.12

12 See: Parliamentary Documents II, 33 662, no. 6, 16 April 2014, p. 14.

Once the
GDPR will come into force this may well be less of an
issue but until then, multinationals with establishments
within the Netherlands or foreign companies that coop-
erate with Dutch organisations for example, must ascer-
tain whether they might be faced with the Dutch general
data breach notification duty.

In accordance with Article 4 of the EU Privacy Directive,
the Dutch Data Protection Act applies to the processing
of personal data carried out within the context of the
activities of an establishment of a data controller in the
Netherlands. If the data controller – who may also be
established outside of the Netherlands – thus would
have an establishment in the Netherlands (which could
be a legal entity or a branch office only), and in the con-
text of the activities of such establishment a (potential)
data breach occurs, than that data controller should take
into account the Dutch general data breach notification
duty. A multinational can thus be confronted with the
Dutch general data breach notification duty in the event
of a data breach occurring in its Dutch establishment. It
may also be the case that the Dutch general data breach
notification duty is relevant when more than one entity
is involved with the processing of the same personal
data, for example on the basis of joint or differentiated
responsibility. The responsibility may lie with one or
more establishments of the data controller within or out-
side of the Netherlands. In such a case, the establishment
outside of the Dutch borders can also be confronted with
the Dutch general data breach notification duty and its
consequences.

The general data breach notification duty can also be of
relevance if the processing activities have been out-
sourced to a data processor, for example to a payroll ser-
vice bureau, a call centre or a hosting provider. Such a
data processor can be located inside or outside the Neth-
erlands. Regardless the data processors location, data
controllers that fall under the scope of the Dutch Data
Protection Act are advised to check the service and data

processing agreements with their data processor(s) in
order to ensure that these agreements take into account
the new notification requirements. In turn, data proces-
sors should be aware that the new Dutch rules might also
apply to them, as they may be held liable for data
breaches. In most instances they are the first to be aware
of a data breach.

3. Appropriate Security Measures
The breach notification requirement should be consid-
ered within the context of the existing security obliga-
tions that rest upon data controllers. In line with Arti-
cle 17 of the EU Privacy Directive, the Dutch Data Pro-
tection Act requires that the data controller implements
appropriate technical and organisational measures to
secure personal data against loss or against any form of
unlawful processing. These measures should guarantee
an appropriate level of security, taking into account the
state of the art and the costs of implementation, and hav-
ing regard to the risks associated with the processing and
the nature of the personal data to be protected. Each sit-
uation must be assessed individually in order to identify
the appropriate security measures for the case at hand.
As in practice it is not always clear what is to be under-
stood under appropriate security, the DPA offers some
guidance in its guidelines, which were published in
2013. These guidelines replaced the 2001 guidelines
(AV23).13

13 See (in Dutch): https://cbpweb.nl/nl/richtsnoeren-beveiliging-van-perso
onsgegevens-2013. Other national privacy supervisory authorities, such
as in France, Belgium and the United Kingdom, have also published
guidelines. See further the in 2014 published guidelines by the European
Agency for Network and Information Society (ENISA) on the security
measures in the framework of the security and notification duty in the
Telecommunications act: ENISA, ‘Technical Guideline on Security mea-
sures for Article 4 and Article 13a’, December 2014, https://www.enisa
.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/guidelin
e-on-security-measures-for-article-4-and-article-13a.

With the help of the 2013 guidelines, organi-
sations should keep verifying whether their security
measures are up-to-date.

4. The Notification: When and to Whom?
Under the new Dutch law, data controllers will be
required to immediately report the DPA on any data
security breaches that have or are likely to have serious
adverse consequences for the protection of personal data
(the Threshold Test for the Reporting Duty to the
DPA).14

14 For transparency purposes it would be logic if the Dutch Data Protection
Authority, in line with the GDPR, would also choose for a maximum of
72-hour time notification requirement (version of 15 June 2015).

In addition to notifying the DPA, data control-
lers will also be required to notify affected individuals
immediately once there is a reason to believe that the
breach could lead to adverse consequences, unless the
compromised data is encrypted or otherwise unintelligi-
ble to third parties, e.g. by hashing or secure deletion
(the Threshold Test for the Notification Duty to the
Data Subjects). If the data controller is obliged to inform
the data subjects and fails to meet this obligation in time,
the DPA might give an order to do so.

5. What Must Be Notified?
The report of a data breach to the DPA as well as the
notification to the affected individuals must at least con-
tain information on the nature of the breach, the entities
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or bodies that can provide further information on the
breach, the expected consequences of the breach for the
data processing, the recommended measures to mitigate
the adverse consequences of the breach, and the mea-
sures that can be taken to deal with the breach. When
notifying the nature of the breach a general description is
in principle sufficient. Recommended measures, which
the data subject according to the Dutch legislator can
take to mitigate the adverse consequences of the breach,
include the alteration of usernames and passwords. The
notification to the DPA will also need to contain infor-
mation of a technical nature, such as a description of the
identified and suspected impact of the breach on the pro-
cessing of personal data and the measures which have
been taken or have been recommended in order to miti-
gate the consequences of the breach. In these cases, data
controllers have the right to also explicitly state whether
confidential company related information is involved in
order to avoid publication thereof.

The data controller will also have to include its contact
details in the notification so data subjects know whom
to contact if they have any questions. If the data control-
ler has appointed an internal data protection officer,
which under current Dutch law is (still) optional, all
questions about the incidents could also be directed to
this official. Nevertheless, the organisation remains ulti-
mately responsible for the settlement of the conse-
quences of the breach.

6. Internal Data Breach Register
The new Dutch law also compels data controllers to
keep an internal overview of all the notifications made to
the DPA of data breaches that have occurred. Such over-
view must at least contain the facts about the nature of
the breach and the information that has been sent to the
data subjects (if any). On the basis of this reporting obli-
gation data controllers should learn from past data
breaches. There is no duty to make the register public,
but the DPA may ask for access to the overview and/or
demand a copy of the documentation. In view of that, it
is conceivable that organisations might choose to have
“a double administration”, which is of course not the
intention of the Dutch legislator.

When personal data is processed while maintaining the
register (for example when monitoring the employees
while they carry out their security tasks), data control-
lers should realize that they should then also take the pri-
vacy rules into account. In certain circumstances it may
be that consent of the works council is also needed for
the processing of the personal data of the employees
involved.

7. The Format of the Notification
The Dutch legislator has opted for a form free notifica-
tion, but further rules can be adopted for the manner in
which the notification must be made to the DPA and the
data subjects. The DPA shall publish a form on its web-
site for the report to the DPA. In our opinion report to
the DPA should ideally be made in secure manner and
should be followed by an immediate (automatically gen-
erated) confirmation of receipt from the DPA. In this
way, the data controller will be able to prove that it has
reported the DPA in time.

The data controller shall have to take care that only per-
sons that are authorised to represent the organisation
will be allowed to do the notification, and that no infor-
mation on the data breach will be spread (beforehand)
by other means (e.g. by the employees via the social
media). Incomplete, false or faulty notifications, which
could lead to non-compliance with the general data
breach notification duty, are risks carried by the data
controller (see further below on the possible sanctions).

Although the new law is silent on this, we believe that
multinationals should be able to communicate with the
DPA in English, especially as data breaches may not
always be limited to the Dutch legal sphere.15

15 Unfortunately, the notification of the data processing activities in gen-
eral (in accordance with article 18 Privacy Directive) can still not be
made in English.

The same
should apply to the duty to maintain the data breach reg-
ister. This should ensure that all documents are easily
accessible in one and the same language.

In order to guarantee an adequate and thorough provi-
sion of information when notifying a data breach, the
type of breach, the consequences of the breach for the
processing of the personal data, the circle of those
affected and the expenses involved in the execution,
should be taken into account. Each data breach will have
to be assessed individually to find the most suitable and
appropriate way to notify.

The Dutch legislator speaks of a notification duty to the
singular “data subject”. Therefore a duty to notify may
exist even in the case of a data breach only affecting one
single data subject. Communication means may for
example include e-mail, phone, text, social media or in
the form of a written letter. If an organisation does not
have the contact details of all the data subjects, or if not
all of the data subjects are traceable, it may suffice to
provide a statement in the form of a suitable medium
(for example a newspaper). Whether this is possible will
depend again on matters such as the type of breach and
the risks involved, the measures which can be taken by
the data subjects to reduce any damage, the circle of data
subjects, their location, the manner in which normally
communication would be sought with the data subjects
and the costs involved. A good media- and communica-
tion strategy to be decided on at board level is certainly
recommended.

Currently the DPA is working on a guidance document,
of which a draft version has been distributed for consul-
tation to a limited circle. The DPA has announced that it
will come with an adapted, formal version that it will
submit for consultation in September 2015. These
guidelines should offer the necessary insight on which
incidents exactly should be notified and how. To do so,
the DPA has indicated that it will take into account the
experience previously gained with the (now three-year-
old) notification duty for telecommunication and Inter-
net service providers.16

16 See also the documents of Article 29 Working Party: WP 213 (2014),
WP197 (2012) and WP 184 (2011). To be found at: http://ec.europa.eu
/justice/data-protection/article-29/documentation/opinion-recommen
dation/index_en.htm.

During the negotiations for the Bill, it was estimated that
on a yearly basis at least 66,000 notifications are to be
expected.17

17 Parliamentary Documents II 2012/13, 33 662, no. 2, p. 17.

Judging by the limited enforcement ability of
the DPA it is no given fact that the DPA will be able to
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investigate all notifications, let alone take action on all
of them. Ultimately, it is up to the DPA to state its priori-
ties when it comes to managing the notified incidents.
Data controllers can only hope that it will soon be clear
what these priorities are.

III. Insuring Data Breaches
Cyber insurance, which covers data breaches, has been
on offer since the 1990’s. The cyber insurance originates
in the United States where it is known as Cyber Liability
Insurance Cover (CLIC). Meanwhile, this kind of insur-
ance is offered by more and more insurers.

When the taking out of cyber insurance becomes an
increasing practice, it is likely that organisations will be
expected to adjust their insurance portfolio so that
(potential) data breaches are covered. This will certainly
apply to international operating organisations that pro-
cess a large amount of sensitive personal data. It is possi-
ble that courts and the DPA will take into consideration
the insurance aspect when evaluating the liability as a
result of data breaches. It is also recommendable to
require a service provider, if engaged, to insure himself in
line with market practice.

1. Possible Legal Actions in Case of a Data
Breach

In the event of a (potential) data breach, a data control-
ler can be faced with various legal actions. The affected
data subjects can hold the data controller liable for the
consequences of the data breach on the basis of tort. In
the Netherlands this involves being held liable for the
violation of a legal duty (the security duty). Even though
determining (financial) damage can prove to be difficult,
the data subjects are able to claim it.18

18 See: Court of Appeal of The Hague of 1 September 2015, ECLI:NL:
GHDHA:2015:2332 (KPN).

A reasonable cal-
culated amount of compensation for the endured imma-
terial damage can also be claimed. Furthermore, the data
subjects are entitled to all their rights under the Dutch
Data Protection Act, which include the right of access,
the right to correct, and also the right to object to the
processing of its personal data. If the data subject has
consented to the processing of its data, then that data
subject may always withdraw its consent.

If the data breach is caused through actions or negli-
gence of the service provider, then that service provider
can also be held liable. The data controller may call the
service provider to account, in which case the content of
the (mandatory) data processor agreement will be deci-
sive. Both the data controller and the data processor can
escape liability if the defence of force majeure is success-
ful.

a) Risk of Enforcement Measures
The DPA can carry out several enforcement measures on
request of the data subject, a third party or on its own
initiative. The DPA can conduct an investigation into the
security measures taken and the correctness of the notifi-
cation. On top of that, the DPA can ask for additional
information, request documents and copy these. Subse-
quently the DPA has the possibility to take coercive
administrative action or impose an incremental penalty.
In the case of coercive administrative action the viola-

tion will be undone on the violator’s expense while an
incremental penalty must be paid until the obligation set
by the DPA (such as the recovery of a data breach) has
been fulfilled.

b) Sanctions
Under current law the DPA’s power to impose fines is
limited. As of 1 January 2016, failure to comply with the
main privacy obligations, including the mandatory noti-
fication of security breaches, will be punishable with a
maximum fine of 810,000, or in the case of a legal
entity, 10 % of net annual turnover from the previous
year, if the DPA deems this a more suitable punish-
ment.19

19 The new law refers to the sixth category of Article 23 sub 4 of the Dutch
Penal Code, which currently is equal to the maximum amount of

810,000, but this may increase after 1 January 2016.

The fine cannot be imposed until a ‘binding
instruction’ has been issued, unless the violation has
been committed intentionally or is caused by serious cul-
pable negligence, in which case a ‘tit-for-tat’ policy will
apply. As soon as the GDPR will come into force, fines
imposed for privacy violations can rise up to 1 million
or 2 % of the company’s worldwide annual revenue
(version of the GDPR of 15 June 2015).20

20 See: http://data.consilium.europa.eu/doc/document/ST-9565-2015-IN
IT/en/pdf.

The decisions of DPA are (generally) made public, which
can lead to reputational damages.

2. Insufficiency of Traditional Insurances
Cyber insurance covers all kinds of damages and costs
caused by and/or associated with a security incident or a
data breach. This includes reputational damage, damage
as a result of business interruption and loss of profit as
well as the forensic and legal costs and the expenses
made in order to restore data. As part of the cyber insur-
ance, the insurer may also offer support so that the inci-
dent is dealt with in a quick and effective manner and
provide help to avoid any future incident.

Within the Dutch insurance market a differentiation can
be made between two main types of insurance: the com-
pany liability insurance (AVB) and the professional lia-
bility insurance (BAV). The AVB covers only property
damage and personal injury. Professional misconduct is
not included. It is the BAV that covers pure financial loss
caused by professional misconduct. A data breach gives
rise to pure financial loss. However, this damage is not
necessarily caused by professional misconduct. As a
result, the damage caused by the data breach cannot be
covered by the BAV. But it cannot be covered by the AVB
either as there is no property damage or personal injury.

Besides the damage suffered by the data subjects, a data
breach often involves damage to the organisation. Such
damage is also not covered by the AVB or BAV and is dif-
ficult to quantify. It is difficult for example to estimate
the extent to which the organisation’s reputation has
been damaged.

Even the insurance against damage to business – which
insures the risk of business interruption caused for
example by fire or lightning – is not adjusted to the new
cyber risks. An organisation that has suffered a data
breach caused by a virus or a hack will therefore not be
compensated under the existing insurance.
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3. First & Third Party Damage
Generally a distinction can be made between first and
third party damage. First party damage consists of costs
made by the organisation itself in case of an incident. If
this involves a data breach, one can think of the costs
made to restore the data and the system. Third party
damage relates to the costs involved with being held lia-
ble by a third party. Here one can think of legal costs and
expenses and the compensation that must be paid to the
data subjects.

4. The Scope of Coverage
When taking out cyber insurance, organisations must
keep close track of the conditions that they must satisfy
in order to be able to cover their damages and costs.
They must also check which damages might be covered
by another insurance or require additional insurance.

A difficulty for insurers is that the damage related to a
data breach is often unclear and undefined. Data that is
being processed is not physical but in the form of digital
matter and is often not found in one place only. Many IT-
systems are interdependent. This can give rise to ques-
tions concerning responsibility and insurance of the
damage. In order to get a good idea of the risks involved,
companies should keep the insurers up to date about
their privacy and security policy. Insurers should consult
IT-experts who are well informed on matters such as
computer security, process and risk management.

5. Insurance Cover of Fines
Traditionally insurance policies do not cover fines in
relation to data breaches. There are however cyber
insurances that do offer such coverage. This is a tricky
issue in itself: insuring fines takes away their incentive
and this can be seen as a violation of public policy. This
is especially the case with fines imposed as a result of
intentional behaviour. An organisation does not act with
intent if it has taken all necessary security measures, but
it is nevertheless hacked. There are insurance companies
that deem insuring a fine under those circumstances
acceptable.

IV. A Data Breach Response Plan
Even with cyber insurance, organisations must still try
and prevent a data breach and/or minimise the conse-
quences as much as possible. An integrated and multi
disciplined approach from privacy and IT-perspective,
as well as an adequate media and communication strat-
egy by means of a data breach response plan is highly
recommended. The measures can be divided into three
stages: the phase before the data breach occurs (preven-
tative measures), the phase during the data breach and
the phase after the data breach has taken place (repres-
sive measures).

1. Preventative Measures
In order to avoid a data breach, it is important that dur-
ing the first stage as many preventative measures are

taken as possible. More and more parties are providing
assistance such as Hacking-as-a-Service (HaaS),
whereby the security system of an organisation is
inspected periodically on the basis of a subscription so
that vulnerabilities are found and remedied. Some orga-
nisations have opted for a Responsible Disclosure Policy
on their website.21

21 See the Responsible Disclosure Guideline of the Dutch National Cyber
Security Centre of the Dutch Minister of Security and Justice of 2013.

The aim of this policy is to invite ethi-
cal hackers – often in exchange for a financial reward- to
expose the weak spots in the in the data processing.

A privacy impact assessment (PIA) must be carried out
before personal data can be processed. This assessment
should provide insight into risks that go hand in hand
with the processing of data and privacy requirements
that must be met. An organisation will have to keep in
mind the type and amount of personal data that is being
processed while carrying out a PIA.

2. Repressive Measures
Experience has shown that the first 24 hours after an
incident has taken place are the most crucial when it
comes to damage control. This means that at that
moment, measures to recover the data and minimise the
damage should be taken straight away. It must be
assessed urgently whether the data breach has to be noti-
fied to the data protection authority. Furthermore, it
must be decided which statement is to be made public. It
is advisable to have a stand-by team dealing with inci-
dents ready at all times.

After a data breach has occurred, recovery measures
must be taken which involve for example, the reduction
of personal data – so that the data breach will not infect
other data – and backing up the system on which the
data is saved. The team dealing with incidents shall have
to investigate the data breach and must scrutinise how
future data breaches can be avoided. It is recommended
to document all taken steps.

V. Concluding Remarks
Data subjects should expect organisations to process
their personal data diligently, especially if these are data
of a sensitive nature. Time will tell if the (temporary)
Dutch general notification duty really will lead to an
increase in the protection of privacy for the data subjects
until the GDPR comes into force. In any case, data con-
trollers – which may also be located outside the Nether-
lands – will have to take the necessary protective and
reactive steps as part of their risk minimisation strategy.
In this regard it is advisable to also look at the insurance
portfolio. The more common cyber insurance becomes,
the more it is likely that it will be taken into account by
both the courts and the DPA when assessing claims as a
result of data breaches. For all stakeholders these are all
interesting developments, which they will not be able to
ignore in the coming years, and so there is actually only
one real recommendation that counts: “Life is Short,
Avoid a Data Breach Affair”.
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